
Electronic Information Security Procedure

Purpose

The purpose of this procedure is to enhance the security of stored, transmitted, and distributed personal information that could be used to impersonate an individual and cause serious loss of privacy and/or financial damage. 

In addition to this procedure, colleges and departments are urged to establish best practices that reduce the collection, distribution, and retention of personal data, which is not necessary to perform the educational and business needs of the institution. 

Definitions

Personal information:

Personal information includes:

· For all individuals, an individual's first and last name in combination with any of:

· social security number

· driver's license number

· financial account or credit card number in combination with any password that would permit access to the individual's financial account

· medical information

· For students: Personal information includes all personally identifiable information not included as directory information. This would be the students name in conjunction with:

· name of the student's parent(s) or other family members

· address of the student's family

· a personal identifier, such as a social security number or student number

· race/ethnicity

· gender

· a list of personal characteristics

· academic evaluations and grades

· transcripts and other academic records

· scores on tests required for new students

· student's class schedule
Security breach:

An incident when an individual’s unencrypted personal information has been (or is reasonably believed to have been) exposed to or acquired by an unauthorized person. (Good faith acquisition of personal information by an employee or agent for district / college purposes does not constitute a security breach, provided that the personal information is not further disclosed to unauthorized persons.)

Computing system:

Any server, desktop or laptop computer, or PDA that contains (or provides network access to) data files

Lead college authority:

An administrator who has been delegated responsibility for oversight of data security at a college or Central Services. Each president will designate a person to act as the lead college authority for their college. The Vice Chancellor of Technology is the lead college authority for Central Services. 
Data resource manager:

An individual who controls the use of and access to a data resource

System manager:

An individual who maintains and manages an information system, server, or other technology device that stores or transmits data

Control records:

The records contained in a database, spreadsheet, or other electronic file that identify computing systems containing data that includes personal information. Control records must contain the following for each computing system:

· name of the computing system
· physical location of computing system
· name of the system manager
· name of the data resource manager(s) who have responsibility for any data containing personal information on the computing system
· description of logical access methods and security controls (user IDs, passwords, encryption keys, etc.) necessary to gain access to the computing system and its data

Responsibilities

A. The lead college authority has oversight responsibility to:

· establish a process to identify and document data resource managers and systems managers who manage data that includes personal information
· ensure that data resource managers and system managers perform their functions as listed below

· create a secure central repository to contain control records on computing systems that contain personal information
· identify computing systems under their jurisdiction that contain personal information or provide to access to personal information
· collect and record contact information (email and postal addresses) for individuals of whom personal information is retained or transmitted

· ensure that the incident response process delineated in these procedures is followed,

· develop a plan to rapidly notify affected individuals, which is to be implemented in the event of a security breach
· notify affected individuals whose personal information may have been compromised as the result of a security breach of a computing system under the jurisdiction of the lead college authority
B. The system manager has responsibility to:

· develop security measures to reduce vulnerabilities of personal information contained in computing systems within their jurisdiction including the use of appropriate encryption strategies for both transmission and storage of personal information
· create, retain and secure control records for computing systems that contain personal information
· annually update control records as necessary including those kept in the central repository

· implement procedures and tools to monitor access to computing systems that contain personal information and to indicate if unauthorized access occurs

C. The data resource manager has responsibilities to:

· grant access to a data resource or data to individuals / positions on a “need to know” basis 

· inform individuals who have access to the data resource (and any downstream users of distributed data) of their responsibilities to secure and protect personal information as well as to destroy it when no longer needed. Include applicable:

· district and college policies and procedures

· best practices

D. All employees have responsibilities to:

· abide by the established procedures with regard to accessing and using personal information
· protect and secure personal information under their control using best practices as outlined in the publication: Information Security Best Practices which is available on the FHDA Website
· destroy data containing personal information when no longer needed

Incident Response Process

The incident response process consists of the following steps that must be implemented in the event that a security breach occurs:

E. Isolate the system

If a person suspects that a security breach has occurred on a computing system that contains or has network access to unencrypted personal information, the person identifying the incident must immediately notify the system manager who has responsibility for the computing system.

If in doubt of who to contact, then contact ETS.
The system manager will disconnect the computing system from the campus network without modifying any settings, files, etc. on the computing system.
F. Notify key persons

The system manager must immediately notify the following individuals of the security breach:

· ETS

· Lead college authority (if the computing system is maintained by the college)

· District Police (if the data custodian suspects that criminal activity is responsible for the breach)

G. Analyze the breach

· ETS with the system manager will look for evidence of a security breach to assess the possibility that personal information has been compromised

H. Report the incident

If ETS and the system manager have sufficient reason to believe that personal information may have been acquired or exposed to unauthorized individuals, ETS will submit written notification describing the nature of the security breach and estimated number of affected individuals to the:

· Chancellor

· President of the college (if applicable)

· Vice Chancellor of Technology

· Lead College Authority

· District and (applicable) college communication coordinators

· District Police (if criminal activity is believed to be responsible for the breach)

I. Restore and reconnect the System

The system manager may repair and restore system functionality to the computing system when:

· The computing system is no longer needed for forensic analysis (internal) or police investigation and it has been cleaned of all known malware

ETS will work with the system manager to determine when the computing system can be reconnected to the campus network

· Special consideration for rapid restoration and reconnection will be given to computing systems that provide time sensitive functionality to support critical campus services
J. Notify individuals whose personal information has been compromised

1. Decide if notification is required and how notification will be made

The (applicable) district / college communication coordinator, the Vice Chancellor of Technology, the lead college authority (if applicable) and the district’s attorney will confer to determine whether or not the criteria for notification under California Civil Code 1798.29 and 1798.82 has been met and to determine which means of notification to use (e. g., email, postal mail, or website notice)

2. Personal information not involved

If information beyond the data elements defined here as personal information is accessed by an unauthorized person, the appropriate district / college communications coordinator in coordination with the District’s attorney will determine what notification will be made to affected individuals.
3. Required information

If notification is required, the appropriate district / college communication coordinator shall notify affected individuals of the security breach and include the following information:

· The date(s) on which the personal information was (or could have been) acquired.

· A description of the personal information, which was (or could have been) acquired.

· The name of the department or unit responsible for the information and the relationship that the affected individual has (had) to the department (in such a way that the person receiving the notification will understand why that department or unit had their information).

· An indication of the likelihood that the personal information was acquired or used.

· An email address and phone number of a suitable college or Central Services representative with sufficient knowledge of the incident to be able to handle questions from affected individuals.

· A list of resources that affected individuals can use to check for potential misuse of their information. 

· This list should include the following flyer (either as a link or a hardcopy attachment): "What to Do If Your Personal Information is Compromised" (http://www.privacy.ca.gov/financial/sbfs021205.pdf), produced by the California Office of Privacy Protection 

The appropriate district / college communications coordinator will also determine what additional advice or assistance will be given to the affected individuals.

4. Timeliness of notification

Notification must occur without unreasonable delay, except when a law enforcement agency has determined that notification will impede a criminal investigation (in this case, notification must occur as soon as the law enforcement agency determines that it will not compromise the investigation)

5. Substitute method of notification

If sufficient contact information is not available for direct hard copy or e-mail notice for some affected individuals, a substitute method of notice may be used. The substitute notice should include a prominent display on the campus' Web site or other commonly used Web site for at least forty-five days. 

6. Submit the After Notification Report

The district / college communication coordinator will provide a written report describing the number of individuals successfully notified, the number of individuals for unsuccessful notifications, and which methods were used for notification, along with any issues that have arisen as a result of the breach such as press coverage, complaints from affected individuals, etc. The report will be sent to the following individuals:

· Chancellor

· President of the college (if applicable)

· Vice Chancellor of Technology

· Lead College Authority (if applicable)

· District and (applicable) college communication coordinators

· District Police (if criminal activity is believed to be responsible for the breach)
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